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BSc (Honours) Digital & Technology Solutions 

 
Course code R24 

Credits 360 

Course type: Degree 

How long it takes: Part Time: n/a Full Time: 4-4.5 years Time limit: 6 years 

Entry requirements: Yes 

     

1. Summary 
The BSc (Honours) Digital & Technology Solutions provides you with the opportunity to combine a 
university degree with facilitated work-based learning through the Government’s apprenticeship 
scheme. The qualification meets the Tech Partnership standard for the Digital & Technology 
Solutions Degree Apprenticeship and is designed to be completed within a period of between four 
and four-and-a-half years. 
 
The degree recognises completion of a Degree Apprenticeship in the broad field of Digital & 
Technology Solutions and via one of four specialisms. Graduation with this degree will mean you 
have developed numeracy, literacy, communication, team working, presentation, cognitive, 
organisational and practical skills that are appropriate to the discipline and applied in their 
employment context. You will be equipped to engage professionally with the challenges of the 
analysis, specification, design, deployment or management of digital systems. 

 

2. Course details 

Year 1 
TXY122  Career development and employability 

TMXY112 Introduction to computing and IT 

TMXY130 Introduction to computing technologies 

Year 2 
TXY227  Change, strategy and projects at work 

MXY250 Object-oriented Java programming 

TMXY254 Service, project and requirements management 

Year 3 
TMXY350 Work-based learning 3 

TTXY284 Web technologies 

+ first specialism module (see below) 

Year 4  
TMXY353 IT systems: planning for success 

+ second specialism module (see below) 

TMXY475 The digital and technology solutions project 
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Cyber Security pathway modules 

Cyber security specialism 
TMXY311 Information security 

TMXY352 Web, mobile and cloud technologies 

 

Other specialism pathway modules 

Network engineer specialism 
TMXY257 CISCO networking (CCNA) part 1 

TMXY357 CISCO networking (CCNA) part 2 

Data analyst specialism 
MXY269 Algorithms, data structures and computability 

TMXY351 Data management and analysis 

Software engineer specialism 
TMXY352 Web, mobile and cloud technologies 

TMXY354 Software engineering 

3. Accessibility 
We make all our qualifications as accessible as possible and have a comprehensive range of services to support all 

our students. The BSc (Hons) Digital & Technology Solutions uses a variety of study materials and includes the 

following activities:  

 studying a mixture of printed and online material. Online learning resources may include websites, 

audio/video media clips, and interactive activities such as quizzes  

 using mathematical and scientific expressions, notation and assorted techniques  

 working in a group with other students  

 using and producing diagrams or screenshots  

 undertaking practical work  

 finding external/third party material online  

 using specialist software.  

If you feel you may need additional support with any of the elements above, or find out more about what we offer, 

please contact us as soon as possible. 

4. Classification of degree 
Awardable qualification name: Bachelor of Science (Honours) in Digital and Technology 

Solutions 

Letters entitled to use: BSc (Hons) Dig Tech Sol (Open) 

Opportunity to attend degree 
ceremony? 

Yes 
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5. Entry requirements 
To be eligible* for this formal Apprenticeship Degree Programme, you must be employed and sponsored by your 

employer.  There are no formal academic entry requirements to study this qualification, although your employer 

may stipulate their own entry requirements.  

*to receive government funding 

6. Careers 

Personal development planning: 

PDP is embedded in the Digital & Technology Solutions Degree Apprenticeship, primarily via the work-based learning 
modules, but also in the other Level 1 modules. 

You’ll complete an Initial Learning Plan (ILP) on registration and subsequently will be introduced to the use of skills 
frameworks and standards to understand, record and develop your personal competences in skills relevant to your 
chosen specialism. You’ll also compile a portfolio of evidence to demonstrate competence in appropriate specialist 
skills. 

Career relevance: 
The skills and knowledge you’ll develop by studying this degree will equip you to follow a number of career paths in 

digital and technology roles. Typical job titles include: 

 Software Developer 

 Software Engineer 

 Application Specialist 

 IT Project Manager 

 Network Engineer 

 Cyber Security Analyst 

 Database Specialist 

 Data Analyst 

 Systems Designer 

7. Learning outcomes 

Educational aims 
The aim of this degree is to develop your knowledge and experience to equip you with the knowledge, skills and 

behavioural characteristics you will need to underpin a career as a Digital & Technology Solutions professional. As 

well as developing a broad foundation in the fundamental technologies and techniques of computing and the issues 

involved in their application, it will also: 

 enable you to keep ahead in a rapidly changing subject area by helping you to develop as an independent 

learner; 

 contextualise your learning within your workplace to prepare you for your profession; 

 develop relevant skills in communication, numeracy, and collaborative working; 

 imbue the qualities that come with being a graduate in any discipline: specialist knowledge, intellectual self-

confidence and independence, analytical ability and the life-long learning skills needed to keep up with fast-

changing technologies. 
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And, depending on the specialism you choose in your degree, you will gain practical experience of: 

 identifying and mitigating cyber security risks and challenges; 

 applying data management and analysis techniques; 

 analysing, operating and managing computer networks; 

 designing, building and evaluating software components and systems. 

Knowledge and Understanding 

When you complete your studies for this qualification, you will have: 

 a broad critical understanding of the fundamental principles, concepts and techniques underlying digital and 

technology solutions 

 an understanding of a range of models, languages and approaches to support the analysis, design and 

evaluation of digital systems 

 an understanding of the range of situations in which digital systems are used, particularly within your own 

work environment, the ways in which people interact with them, and the possibilities and limitations of such 

systems 

 a critical awareness of the professional, ethical, social and legal issues that can be associated with the 

development and deployment of digital systems, and how these are managed in general and within your 

own work environment 

 an awareness of major trends in digital technologies and the implications of these trends 

 

Cognitive Skills 
On completion of this qualification you will have developed the following cognitive skills: 

 apply and critically evaluate key computing concepts in a range of contexts including your own work 

environment 

 select and apply appropriate techniques and tools for abstracting, modelling, problem-solving, designing and 

testing digital systems in the context of your work, and be aware of the limitations involved 

 compare, contrast, critically analyse and refine specifications and implementations of digital systems 

 use a relevant competence framework, such as SFIA (Skills Framework for the Information Age), to assess 

and improve your own professional performance 

 devise and carry out a project in your workplace that applies and extends your knowledge, understanding 

and competence, and reflect critically on the processes involved and the outcomes of your work. 

Key Skills 
When you complete this qualification you will be able to: 

 communicate information, arguments, ideas and issues clearly and in appropriate ways; bearing in mind the 

audience for and the purpose of the communication 

 work in a group, communicating effectively both using digital communication and in face-to-face contexts  

 work independently, planning, monitoring, reflecting on and improving your own learning 

 find, assess and apply information from a variety of sources, using information technology as necessary 

 select and use accurately, appropriate numerical and analytical techniques to solve problems 

 recognise and understand a range of technological problems and select suitable techniques for solving them 
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Practical and/or Professional Skills 
When you complete this qualification you will be able to: 

 demonstrate an appropriate level of competence in the skills related to your chosen specialism 

 analyse, design, evaluate and/or test digital systems, using appropriate simulation and modelling tools 

where appropriate 

 plan and organise work appropriately, including keeping systematic records of work in progress and 

outcomes 

 assess your own competence against relevant skills frameworks, such as SFIA, by identifying your own 

strengths, weaknesses and any gaps in your experience and investigating appropriate opportunities for 

personal development 

 demonstrate the ability to undertake ongoing learning in order to keep up to date with digital technologies 

 identify and address the professional, ethical, social and legal issues that may arise during the development 

and use of digital systems 

 use appropriate professional tools to support your work. 

 

Teaching, learning and assessment methods 
 

The tuition strategy for this qualification will support achieving the aims and development of the learning outcomes 

of the Digital & Technology Solutions Degree Apprenticeship. Because the qualification is designed for apprentices 

who are working in sponsoring organisations, it provides a scaffolded approach to your academic learning and 

professional skills development.  

The qualification offers the opportunity for you to take advantage of the Government’s Apprenticeship scheme 

allowing for full-time study while working full time.  

The practice aspects of the degree support your learning in the workplace, providing information, guidance and tools 

with which to make the most of your experience as a Digital & Technology Solutions Degree Apprentice within your 

organisation. As you advance through your study, you will be supported to develop these skills progressively, 

applying the knowledge and understanding you gain in your studies to your experiences in the workplace.  

Assessment thus ranges from tasks such as short essay answers and interactive Computer-Marked Assignments, End-

of-Module Assessments and examinations through to completing your study with a work-based learning project 

undertaken in your employment context.  
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Career development and employability 
 

Course code: TXY122 Credits: 30 OU Level: 1 

SCQF Level: 7 FHEQ Level: 4 

 

Summary 
Whatever the context of your apprenticeship, this key introductory OU level 1 module will enable you to use your 

workplace as a context for learning, and develop your ability to apply your learning to improve your practice at work. 

You will also develop your critical thinking skills and increase your understanding of how to research workplace 

issues. The preparation of personal, professional and academic development plans will support your development as 

an independent learner and help you to align your personal and career development aspirations. 

Course content 
This module gives you the opportunity to achieve 30 credits towards your degree apprenticeship using work-related 

activities as a basis for your studies. You will achieve this by working through resources, activities and assignments 

with support from your tutor, your work colleagues and your fellow students. There are four study blocks in the 

module covering learning at work; critical thinking and reflective practice; carrying out research in the workplace; 

personal, academic and career development planning; and understanding the workplace context and your role 

within it. 

You will learn 
This module aims to help you: 

 develop your understanding of your work context and your role within it 

 develop your ability to learn from the workplace through reflective practice 

 apply your skills, understanding and knowledge within the workplace 

 understand the concept of professionalism and enable you to map your existing skills and knowledge against 

relevant occupational standards 

 gain the skills necessary to carry out research at work 

 Construct a research proposal that could improve performance and/or add value to the organisation 

 Be able to map their existing skills and knowledge against relevant occupational standards and frameworks 

 evaluate, plan and develop your personal, academic, professional and employability skills and align your own 

development needs with the business objectives of your organisation. 

Course materials: what's included 
Resources and support will be made available from the module website, online forums, The Open University library 

and selected external websites and journal papers. 

Support from your tutor 
You will have a tutor who will help you with the study material and mark and comment on your written work, and 

who you can ask for advice and guidance. If you are new to the OU, you will find that your tutor will be particularly 

concerned to help you with your study methods. We offer a mixture of tutorial support through online forums, by 

phone and face to face. Face-to-face tutorials are provided depending on the number and distribution of students 

taking the module. 



                                                                      

8 
Each modules content is subject to change 

Assessment 
Assessment for this module comprises three tutor-marked assignments and an end-of-module assessment. You will 

be expected to submit your tutor-marked assignments (TMAs) and end-of-module assessment (EMA) online through 

the eTMA system unless there are some difficulties which prevent you from doing so. In these circumstances, you 

must negotiate with your tutor to get their agreement to submit your assignment on paper. 
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Introduction to computing and information technology 
 

Course code: TMXY112 Credits: 30 OU Level: 1 

SCQF Level: 7 FHEQ Level: 4 

 

Summary 
This module prepares you for further study of computing and IT modules. You will: 

 learn about a variety of information technologies – including basic computer architecture, the cloud and 

mobile computing – while training your numerical skills; 

 develop problem-solving skills as you get familiar with the Python programming language, analyse real-world 

data and carry out a programming project; 

 practise your communication and analytical skills as you explore the profound legal, social, ethical and 

security challenges posed by information technologies. 

Course content 
This module consists of three themes. Each theme consists of parts – you’ll study one part per week. The themes are 

interleaved throughout the module. So, you may study a part on ‘Essential information technologies’ in one week 

and another part on, say, ‘Problem solving with Python’ in the next week and then another part on ‘Essential 

information technologies’ the following week. This allows you to revisit and strengthen your understanding of the 

concepts and skills of each theme over the course of the module. Problem solving and programming skills especially 

can’t be learned in a few weeks; they require continued practice throughout the module. 

You will learn 
In Theme 1, Essential information technologies, you’ll learn, among other things, about: 

 how computers store and process data – and why they use binary; 

 the hardware components of your computer; 

 different types of cloud; 

 the design of mobile phone networks; 

 how to use latitude and longitude to look up locations on online maps; 

 what happens under the bonnet when you delete a file on your computer. 

You’ll also develop your numeracy skills – from using scientific notation and percentages to calculating with binary 

representations. 

In Theme 2, Problem solving with Python, you will: 

 learn to use the Python programming language; 

 analyse, with Python, health and well-being data from the Office for National Statistics; 

 complete a small programming project. 

You’ll also be introduced to a range of problem solving strategies, which you’ll practise as part of your project. 

In Theme 3, Information technologies in the wild, you’ll study: 

 how hackers pose a threat beyond the digital world; 
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 how you can secure your data; 

 how the Internet is enabling crime, surveillance, and digital freedom. 

You’ll also develop your analytical and communication skills – including collecting and using evidence to argue a 

point. 

Course materials: what's included 
Each theme is supported by a printed book. Your study will be guided from the module website, which includes your 

study calendar, software resources, interactive online activities, practice quizzes and media clips. You’ll 

communicate and work online with other students through online forums. 

Support from your tutor 
You’ll have a tutor who’ll help you with the study material, and mark and provide feedback on your work. Your tutor 

is your first point of contact for any queries on the module and you can ask them for advice and guidance. Your tutor 

is particularly concerned to help you with your study methods. We may also offer group tutorials or day schools that 

you are encouraged, but not obliged, to attend. Where tutorials are held will depend on the distribution of students. 

In addition, there will be online tutorials and other collaborative activities which will take place in your tutor group’s 

online forum. Throughout your study you can use this forum to keep in touch with your tutor and with other 

members of your tutor group. 

Assessment 
Assessment on this module comprises 3 Tutor-Marked Assignments and 5 Interactive Computer-Marked 

Assignments. 
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Introduction to computing technologies 
 

Course code: TMXY130 Credits: 30 OU Level: 1 

SCQF Level: 7 FHEQ Level: 4 

 

Summary 
This module consists of three blocks, as follows: 

 Cyber security essentials 

 Network essentials (CISCO) 

 Maths for computing and algorithmics 

The Cyber security and Network blocks will address issues associated with security risk assessment for a simple IT 

system; computer networks, with a focus on services and capabilities that are enabled by network infrastructure 

solutions; and common vulnerabilities in computer networks. 

The Maths block will address issues associated with number representations; algebra and equations; functions and 

growth; modular arithmetic; dealing with data; and the basics of graphics.  

 

Assessment 
Assessment on this module will comprise 3 Tutor-Marked Assignments and quizzes that contribute to the TMAs. 
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Change, strategy and projects at work 
 

Course code: TXY227 Credits: 30 OU Level: 2 

SCQF Level: 5 FHEQ Level: 8 

 

Summary 
We live in a changing world. Being able to anticipate, make sense of, and manage change is vital to our wellbeing in 

both our personal and working lives. This is true whether or not you perceive yourself as a manager in the usual 

sense, because we all need to manage our lives to ensure we benefit from change rather than be disadvantaged by 

it. This module will improve your understanding of the origins, nature and consequences of change, and help you to 

plan a change project associated with your workplace. This will develop your project working skills. 

Course content 
In the first block of study you will be introduced to techniques to probe and understand the ‘big picture’ of how 
change is likely to impact on your own workplace and options for responding to the need for change. 

In following blocks you will identify and develop an idea for a practical change project centred on your work or 
workplace that supports your organisation’s priorities, which you identified in Block 1. You will develop your project 
plan, learning about project working methods as you do so. You will also learn how to prepare and present the 
business case for your project idea. You are not expected to implement your project plan in this module, though 
your employer could decide to take your project forward independent of your study on this module.  

You will learn 
By studying this module you will: 

 develop key change and project working skills and competences such as planning and organising, problem 

solving, showing initiative, adaptability, and flexibility 

 improve your insight, knowledge and understanding of your workplace 

 build your personal confidence 

 develop your ability to learn from your work and to apply learning in your workplace. 

Course materials: what's included 
The study materials will include a set book and a website. The website will provide links to: 

 study materials 

 discussion forums 

 other relevant sources 

Support from your tutor 
You will be allocated to a tutor who will support you in your study of the study materials and in related activities, 

mark and comment on your assessments, and whom you can ask for advice and guidance. Tutorial support will 

normally be provided using telephone, email and online forums. 

Assessment 
Assessment on this module comprises 3 Tutor-Marked Assignments and an End-of-module Assessment. 
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Service, project and requirements management 
 

Course code: TMXY254 Credits: 30 OU Level: 2 

SCQF Level: 8 FHEQ Level: 5 

 

Summary 
This module will cover three topic areas: 

 Service management, emphasising the relating of associated concepts to real world activity 

 IT project management at foundation level 

 Requirements management through the database development lifecycle, with an introduction to database 

security and integrity 

The module will also incorporate teamworking, including underlying theories, roles and success criteria. 

 

Assessment 
Assessment on this module comprises 3 Tutor-Marked Assignments and an examination. 
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Object-oriented Java programming 
 

Course code: MXY250 Credits: 30 OU Level: 2 

SCQF Level: 5 FHEQ Level: 8 

 

Summary 
This module teaches the fundamental ideas behind the object-oriented approach to programming through the 

widely-used Java programming language. Concentrating on aspects of Java that best demonstrate object-oriented 

principles and good practice, you’ll gain a solid basis for further study of the Java language and object-oriented 

software development. 

Course content 
In the Object-oriented view of software, programs are considered to be collections of objects that interact by 

sending messages to one another and reacting to the answers to those messages. These ideas are at the forefront of 

modern software development. 

The module takes an ‘objects first’ approach to teaching; you start seeing and interacting with graphical objects right 

from the very start. This is achieved by working within innovative and engaging micro worlds that allow you to learn 

basic object-oriented principles, before you attempt Java syntax or source code. 

Throughout the module you will use BlueJ, an integrated development environment (IDE) specifically developed for 

teaching and learning object-oriented programming. BlueJ is used worldwide and is easy to use. It places special 

emphasis on visualisation and interaction techniques to provide a highly interactive environment that encourages 

experimentation and exploration. 

You will learn 
In the first part of the module you will interact with micro-worlds of graphical objects to explore basic object-

oriented ideas. You will soon start using Java code and syntax to write your own simple object-oriented code using 

the BlueJ IDE. Basic object-oriented concepts such as attribute, state, protocol, class and subclass are introduced, 

initially through interaction with the micro world, and then in the context of writing Java code. You will be expected 

to write short methods (the smallest units of code in Java) to specification. 

The module continues the teaching about fundamental object-oriented ideas by investigating: 

 inheritance hierarchies 

 overriding methods 

 abstract classes 

 interfaces 

 polymorphism 

 re-use of code 

 static methods and variables. 

Along the way, you’ll learn about creating your own classes, about the facilities of Java for selection and iteration, 

and more about some of the core, provided Java classes. Different kinds of errors are discussed together with 

techniques for error handling, program design and debugging. After discussion of the need to design code, you will 

be expected to be able to implement to specification a class along with its methods. 
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You will then be introduced to a subset of the Java collection classes, and related issues such as ordering and sorting. 

You are guided to apply the knowledge you gained from the first parts of the module, along with the new classes 

being introduced, to increasingly complex programming exercises. The skill of appropriately utilising a provided 

library of classes (searching for a useful class and method, for example) is explicitly developed in this context, and re-

use by composition is discussed. 

The last part of the module begins by investigating how data is written to and from files in Java and how objects can 

be made persistent by writing them to file. Both of these techniques are useful in larger scale programs. 

Course materials: what's included 
The module uses printed units and supplements together with some supplements that are available in PDF format 

only. There is a module website including electronic copies of printed materials, other documents, software, 

programming activities, student forums and a study planner. 

Support from your tutor 
You will have a tutor who will help you with the study material and mark and comment on your written work, and 

whom you can ask for advice and guidance. Throughout your study you will use email and online forums to keep in 

touch with your tutor and other students in your tutor group. We may also be able to offer face-to-face group 

tutorials that you are encouraged, but not obliged, to attend. Where your tutorials are held will depend on the 

distribution of students taking the module. 

Assessment 
Assessment on this module comprises 3 Tutor-Marked Assignments, 5 Interactive Computer-Marked Assignments 

and an examination. 
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Work-based learning 3 
 

Course code: TMXY350 Credits: 30 OU Level: 3 

SCQF Level: 9 FHEQ Level: 6 

 

Summary 
There are two main aims for this module:  

• to help you to develop and demonstrate competence in the skills required for your apprenticeship 

specialism; 

• to help you to carry out preparatory work for the capstone project and presentation, including agreeing the 

topic to be addressed with your tutor, practice tutor and employer. 

The set of competencies evidenced in this module will normally define the scope for the capstone project.   

Course content 
You will be provided with resources and support to help you to identify and develop an idea for a feasible project 
centred on workplace that supports your organisation’s priorities. You will develop a draft project plan in 
conjunction with your tutor, practice tutor and employer supported by a convincing business case. This plan, if 
approved, will form the basis for your capstone project. 

You will learn 
By studying this module you will: 

 develop key change and project working skills and competences such as planning and organising, problem 

solving, showing initiative, adaptability, and flexibility 

 improve your insight, knowledge and understanding of your workplace 

 build your personal confidence 

 develop your ability to learn from your work and to apply learning in your workplace 

 develop and demonstrate knowledge, skills and behaviours appropriate to your chosen specialism. 

Course materials: what's included 
The study materials will include a set book and a website. The website will provide links to: 

 study materials 

 discussion forums 

 other relevant sources 

Support from your tutor 
You will be allocated to a tutor and practice tutor who will support you in your studies and in related activities, mark 

and comment on your assessments, and whom you can ask for advice and guidance. Tutorial support will normally 

be provided using telephone, email and online forums. 

Assessment 
Assessment on this module comprises 3 Tutor-Marked Assignments and an End-of-module Assessment. 
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Web technologies 
 

Course code: TTXY284 Credits: 30 OU Level: 2 

SCQF Level: 9 FHEQ Level: 5 

 

Summary 
The World Wide Web continues to provide a foundation for the development of a broad range of increasingly 
influential and strategic technologies, supporting a large variety of applications and services, both in the private and 
public sectors. There is a growing need for management and decision makers to gain a clearer understanding of the 
application development process, from planning through to deployment and maintenance. This module will give you 
an insight into architectures, protocols, standards, languages, tools and techniques; an understanding of approaches 
to more dynamic and mobile content; and demonstrate how you can analyse requirements, plan, design, implement 
and test a range of web applications. 

Course content 
Over the last few years the internet and the World Wide Web have provided the basis for the development of a 
range of strategic business solutions. 

As web technologies have entered the mainstream of IT development a wide range of applications in sectors such as 
marketing, selling, purchasing, banking and publishing have been deployed, positioning the Web in the relationship 
between providers and users. 

This module starts with a focus on the foundations of web applications, including protocols, standards and content 
handling. It builds on these by exploring application architectures, components and alternative application designs 
before considering how applications and content can be made more dynamic and mobile. 

You will learn 
The module is made up of four blocks and a project. 

Block 1 Foundations of web technology 

The first block covers the basic technologies on which the Web is founded. Aspects covered include: historic 
development of the Web; 'architecture' and basic client server architecture; protocols such as HTTP; content markup 
(HTML, CSS, XML) and issues of accessibility and usability; standards and standardisation organisations (W3C, 
Internet working group); and security (firewalls, HTTPS, certificates). This block of the module covers all of the basic 
foundations on which the remainder of the module builds.   

Block 2 Web architectures 

After examining the different approaches to web application architecture, Block 2 focuses on how the components 
of the client-server architecture can deliver dynamic content to web pages. 

This block covers web application architectures, including cloud technology; server and client side components (web 
browsers, databases) and programming languages (JavaScript, PHP and SQL). 
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While this block considers a range of programming languages and their roles in developing applications, it does not 
teach programming and you are expected to have already acquired these skills. 

This block includes both JavaScript and PHP programming activities. All the code required to produce a simple web 
application is provided and explained, but you should be prepared to utilise and adapt the examples in simple ways. 

Block 3 Mobile content 

Block 3 examines the trend toward more portable content and content customisation and also explores mobile 
content and applications. It considers aspects such as Web 2, content streaming (RSS), content manipulation (DOM, 
XSLT etc) and approaches to delivering content to mobile devices. You will also undertake the development of a 
mobile application using specialised mobile content and applications software. 

Block 4 Developing applications 

The final block explores how applications are planned, designed and developed by IT professionals, examining 
project planning, application design, development environments and tools as well as application deployment and 
maintenance. 

Project 

At the end of the module, you will carry out a substantial project applying the skills and techniques from each block. 

Course materials: what's included 
This module is presented fully online within The Open University's virtual learning environment (VLE), which gives 
access to the study materials in electronic format, online forums and other online resources. There are no printed 
texts: all the study materials will be available online from the website. 

You may wish to use a headset, with a microphone and earphones, to talk to your tutor and other students online 
during some of the module activities. 

Support from your tutor 
You will have a tutor who will help you with the study material and mark and comment on your written work, and 

whom you can ask for advice and guidance. We may also be able to offer group tutorials or day schools that you are 

encouraged, but not obliged, to attend. Where your tutorials are held will depend on the distribution of students 

taking the module. 

Assessment 
Assessment on this module comprises 3 Tutor-Marked Assignments and an End-of-module assessment. 
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Information security 
 

Course code: TMXY311 Credits: 30 OU Level: 3 

SCQF Level: 10 FHEQ Level: 6 

 

Summary 
Whether in the public or private sector, it is the value invested in the information assets of a modern organisation 

that underpins its effectiveness and drives its profitability. In this online module, you’ll explore the professional and 

technical skills necessary to understand, document, manage and implement strategic and operational aspects of 

your organisation's information security. You’ll study topics in information security risk assessment and 

management, as well as professionalism, home information security, and information security research. By studying 

this module, you'll better understand your organisation's information security requirements, developing your ability 

to deliver a fit-for-purpose information security management system. 

Course content 
‘In today’s high technology environment, organisations are becoming more and more dependent on their 

information systems. The public is increasingly concerned about the proper use of information, particularly personal 

data. The threats to information systems from criminals and terrorists are increasing. Many organisations will 

identify information as an area of their operation that needs to be protected as part of their systems of internal 

control’ (Nigel Turnbull, from the preface of the book IT Governance: A Manager’s Guide to Data Security BS 

7799/ISO 17799). 

Taking a practice-based approach based upon an organisation you are familiar with, this module provides the 

foundational knowledge, understanding, analysis and synthesis that you need to develop a practical information 

security management system, to the standard set by the ISO 27000 family of standards (particularly 27001 and 

27002). You will also acquire the personal development skills that you need to keep abreast of important 

development in a rapidly developing field. 

You will learn 
The module is structured into strands. The main strand has three independent units written to support and extend 

the module book. 

An introduction to information security 

You will begin by learning about the current requirements on, and the incentives for, organisations to implement 

information security. Next, you will study the foundations of the subject, learning to identify and value information 

as an organisational asset. The protection of information assets is the subject of the British standards, around which 

this module is based. This unit outlines the processes required to satisfy the requirements of these standards. 

Information security risk assessment 

This unit places in context the issues involved in information security risk assessment, as required by the standard. 

You will examine the risks that may arise in all relevant aspects of an organisation's operations, including human 

factors, ecommerce, web services and systems development. You will learn how to conduct a systematic risk 

assessment that leads to a prioritised list of information security risks for an organisation, and the requirements for 

their treatment. 
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The unit concludes with an assignment in which you will carry out a risk assessment for your chosen organisation, 

based on the information contained in the British standards and the module book. 

Information security risk management 

In this unit you will complete your study of the development of a fit-for-purpose information security management 

system through the management of information security risks. You will learn how to be systematic in the choice of 

controls that treat specific risks, and how to produce the documentation required by the relevant British standards. 

You’ll fully explore the technologies that underpin the standard's controls, and complete the unit by considering the 

topic of planning for when things do go wrong. 

The other strands cover professionalism, home information security, information security research, and exploring 

the leading edge of information security. 

This module makes extensive use of videos, podcasts, blogs and other web resources to support your learning. At the 

end of the module you will be required to carry out some independent research into an issue in information security 

management, analysing and evaluating the results of your research for presentation in the end-of-module 

assessment. 

The module is based on the current version of the Information Security standard against which an Information 

Security Management System would be assessed. 

Course materials: what's included 
This module is only presented online - there are no printed materials. 

All the study materials will be available from the module website including: details of how to download and install 

Nessus software; three units of core texts; the continuous assessment; the end-of-module assessment and exercises 

and podcasts to support the teaching. 

In addition you will have access to download your own copy of the module book - IT Governance: An International 

Guide to Data Security and ISO27001/ISOO27002. 

Support from your tutor 
You will have a tutor who will be responsible for monitoring your progress on the module, marking and commenting 

on your written work and whom you can contact for advice and guidance. 

Assessment 
Assessment on this module comprises 3 Tutor-Marked Assignments and an End-of-module Assessment. 

 

  



                                                                      

21 
Each modules content is subject to change 

The Digital and Technology Solutions project 
 

Course code: TMXY475 Credits: 30 OU Level: 3 

SCQF Level: 10 FHEQ Level: 6 

 

Summary 
The Digital and Technology Solutions project enables you to address a real issue in your workplace related to your 

chosen specialism and it is the compulsory final module for our Degree Apprenticeship. It offers you practical 

experience of independent learning and reflective practice. You’ll apply advanced principles and techniques to 

produce a solution to a problem which you have defined together with your employer, module tutor and practice 

tutor, and write up your experience and findings in a substantial report. Following the submission of your project 

report, you will be invited to explain your findings to a panel as part of the assessment process. 

Course content 
You will gain skills and experience in formulating and completing an individual project to address a real issue in your 

workplace. Your module tutor and practice Tutor will advise and guide you, but you will be expected to produce your 

work independently. The emphasis is on you being a reflective practitioner, developing not only the technical 

aspects of your project but also justifying your approach and reviewing and thinking about what you have learnt. 

You’ll be expected to make use of the study materials and software associated with the specialist modules that you 

have previously studied. 

The main elements of your project will be: 

 choosing a project topic – the topic must be based on the specialist modules that you have previously 

studied  

 getting information and finding out about developments in your specialist area 

 producing a detailed proposal and project plan – this will include choosing suitable methods, setting realistic 

goals and deciding what resources you will need 

 carrying out the project itself – it could take many forms – a software system, a critical analysis and report, 

or an investigation and set of recommendations are just a few examples 

 writing up and evaluating the project – this will include a reflective evaluation of your approach to the 

project and its completion. 

There are guidance notes and resources but no teaching materials associated with the module. You will draw on a 

range of sources (technical papers, books, manufacturers’ literature, and the internet) to investigate your topic. Your 

report should demonstrate your ability to assess your own developments or other topics you have investigated, 

using appropriate methods to measure and compare them. 

Throughout your project you will be set tasks through tutor-marked assignments (TMAs), which will help you to plan 

and progress the various phases of the project. You will also submit a final project report and undertake a panel 

interview as part of your assessment. 

Course materials: what's included 
Website; online forums; all study materials including assignments will be delivered online. 
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Support from your tutor 
You will have support from a module tutor and practice tutor who will guide your studies and provide you with 

feedback on your assignments. You will also have the opportunity to discuss your project individually with your 

tutors. 

Assessment 
Assessment on this module comprises 3 Tutor-Marked Assignments and an End-of-Module Assessment. 
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IT systems: planning for success 
 

Course code: TMXY353 Credits: 30 OU Level: 3 

SCQF Level: 10 FHEQ Level: 6 

 

Summary 
IT systems are a critical part of our world, in business, public sector and voluntary sector environments, and are 

often highly complex and interconnected combinations of technology, organisations and people. Yet they frequently 

fail, often spectacularly. This module teaches the skills to enable you to contribute towards successful IT systems. It 

draws on techniques from systems theory, software engineering and management to: understand the nature of 

success and failure, design IT systems to enable success, and ensure that IT systems are robust in the face of future 

changes. You will also learn skills in project management and will cover legal, social, ethical and professional issues. 

Course content 
IT systems are a complex sociotechnical mixture of technology (including hardware, software and networking), 

organisations, and people. IT systems: planning for success teaches skills for understanding and enabling success in 

each of these areas. The foundation of the module is systems thinking: concepts and tools for making sense of the 

whole of a complex system, including the emergent relationships between its interconnected parts. 

This module consists of three blocks. 

In Block 1 you will look at: 

 the sociotechnical nature of IT systems  

 how we understand success and failure in IT systems  

 how to analyse and avoid systems failure; and  the complex nature of systems. 

Block 2 looks at how to create conditions for success in IT systems through: 

 the use of effective sociotechnical systems design 

 an understanding and use of appropriate methodologies 

 an understanding of reliability and dependability in IT systems 

 an analysis of security and privacy. 

In Block 3 you will examine how to ensure continued success in established IT systems through: 

 exploring the maintenance and evolution of IT  

 an understanding of future strands, including scenario planning 

 disaster recovery 

 a deeper appreciation of the digital divide. 

The theme of project management of IT systems, and how this links with legal, social, ethical and professional issues, 

runs throughout the module. 

The three main teaching blocks cover key aspects of systems thinking. Each block has been designed by The Open 

University and includes a blend of printed and online text, pictures, animations and practical activities. 

Accompanying the teaching material are specially recorded audio and video material, including interviews with 

leading researchers, experts, companies and users from a wide range of countries. 
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IT systems: planning for success isn’t just about reading – it’s about learning through hands-on experience 

You will learn 
This module will help you to understand the: 

 nature of success and failure in IT systems 

 sociotechnical nature of IT systems 

 legal, social, ethical and professional contexts in which IT systems exist 

 issues around IT systems reliability, dependability, security and privacy. 

It will give you the skills to: 

 analyse IT systems in a complex socio-technical context 

 observe and analyse features relating to IS failures in a given situation 

 work with effective IT development and project management methodologies 

 successfully enable the maintenance and evolution of IT systems 

 future proof IT systems, including the use of scenario planning and disaster recovery. 

Course materials: what's included 
Printed study texts, online study material including ebooks, module website and online forums. 

Support from your tutor 
You will have a tutor who will help you with the study material and mark and comment on your written work, and 

whom you can ask for advice and guidance. We may also be able to offer group tutorials or day schools that you are 

encouraged, but not obliged, to attend. Where your tutorials are held will depend on the distribution of students 

taking the module. In addition, there will be online tutorials and other collaborative activities in the module, which 

will take place in your tutor group’s online forum. Throughout the module you can use this forum to keep in touch 

with your tutor and with other members of your tutor group. 

Assessment 
Assessment on this module comprises 3 Tutor-Marked Assignments and an examination. 
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Web, mobile and cloud technologies 
 

Course code: TMXY352 Credits: 30 OU Level: 3 

SCQF Level: 10 FHEQ Level: 6 

 

Summary 
Cloud computing and mobile technologies offer new possibilities for the production and distribution of IT 

applications and services. Rapid, elastic and scalable provisioning of IT resources allows organisations to be more 

innovative, agile and cost effective. In our personal lives, cloud and mobile technologies allow us to store, access and 

share information online. Storing and processing information with no clear physical location or legal authority raises 

important concerns around governance and security. In this online module you will learn about the technical and 

social aspects of cloud computing and mobile technologies, and you will gain hands-on experience of these 

technologies. 

Course content 
This online module will provide you with an understanding and practical experience of cloud technology and the web 

technology which under pins it, as well as the role that these have in the provision of modern mobile applications. 

You will gain both a technical and business perspective of the advantages, problems and risks of using these 

technologies. A number of case studies demonstrate the application of the technology in different contexts, such as 

startups, established organisations and collaborations. 

The module is organised into three blocks: 

 Web Foundations 

 The Cloud 

 Mobile Applications. 

The principles behind cloud technology and its utilisation in different contexts are the main focus of the module with 

Web Foundations providing an appropriate grounding in the enabling technology and Mobile Applications 

demonstrating how to further capitalise on cloud infrastructure in developing flexible mobile applications. 

Trust and security are important themes running through the module, alongside the social, political, technical and 

legal issues which these recent developments in IT raise. Case studies draw together key features from each part, 

setting the scene for a project where you will use your new skills to specify, prototype and demonstrate cloud and 

mobile solutions for an organisation. 

You will learn 
Block 1 – Web Foundations 

This first block sets the scene for the module by exploring how networks, and especially the internet, support access 

to networked services and applications. The block first provides a brief overview of the underlying standards and 

protocols of the web (HTTP, XML, CSS, etc.), including secure protocols (HTTPS, TLS, SSL, SSH) and then reviews the 

development of modern distributed architectures and different approaches (REST, SOAP) that are used to access 

web services and how these relate to cloud approaches. The block also includes a range of practical activities using 

NetBeans to develop and deploy web services to an application server (Glassfish) as well as testing and consuming 

services. 
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Block 2 – The Cloud 

The second block introduces the cloud model and the types of resources (processing power, databases, general 

storage and networking) that can be provided by a typical cloud infrastructure. Different levels of cloud model are 

investigated, such as Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS), 

and contrasted with the web services model. 

The block briefly reviews consumer cloud offerings, such as Dropbox and Google Drive for storing assets, before 

moving on to more sophisticated commercial offerings of cloud infrastructure, such as OpenStack and Amazon Web 

Services (AWS). Virtualisation and the use of hypervisors are outlined with a focus on the common facilities of the 

dominant mainstream platforms, including monitoring resource usage, load balancing and automatic scaling of 

resources to meet demand. 

As well as technical aspects, the block considers the business case for cloud in different contexts (start-up, 

corporate, projects, collaborations) and different approaches to distributing cloud infrastructure (private, public and 

collaborative) as well as considering security and legal implications for each approach. 

A range of cloud operations are demonstrated and included in a set of practical activities to provide hands-on 

experiences. These activities include: 

 using a cloud dashboard to create resource constraint descriptions in which to run virtual machines and 

other components 

 creating security rules to control access to cloud resources 

 launching, accessing, monitoring and destroying cloud resources 

 scripting and testing an auto-scaling scenario so that an application which comes under a high load is 

automatically replicated with the load shared between the existing and new resources 

 use of a programmatic REST API to perform cloud operations. 

Block 3 – Mobile Applications 

Finally, this block explores the current state of the mobile market and the prospects for mobile technology as well as 

its combined use with cloud technology. The block commences by investigating a range of challenges facing 

developers of mobile apps, including dealing with the multiplicity of: 

 users’ devices (tablets, mobile phones etc.) 

 framework technologies (Java, Microsoft, Android, iOS) 

 communication technologies (Web services, HTTP, and TCP sockets). 

The block examines a range of considerations in developing a mobile application including deployment and 

upgrading, user interface design, performance and memory management as well as connectivity, back-end storage 

and security. The block also includes a case study element, exploration of toolkits for developing applications and the 

practical development of a mobile application which is subsequently extended to exploit cloud facilities. 

Course materials: what's included 
This module is presented fully online via the module website, which gives access to the study materials in electronic 

format, online forums and other online resources. There are no printed texts: all the study materials will be available 

online from the website. 
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Support from your tutor 
You will be allocated to a tutor who will offer support through electronic communication and online group tutorials. 

You will also have the opportunity to discuss your assignments and project individually with your tutor. 

Assessment 
Each of the three blocks includes a tutor-marked assignment (TMA), which has a practical and written element. After 

completing the three blocks you will undertake an end-of-module assessment (EMA), which takes the form of an 

individual project. This requires that you produce a considered assessment of cloud and mobile technology for use 

by an organisation and also apply the methods and tools used during the module to provide a technology 

demonstration for the organisation. 

 


